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Abstract
Quantum sealed-bid auction protocol with post-confirmation is the one that ensures
the fairness of the auction by verifying whether there is cheating after the winner
is announced. To guarantee fairness, it is necessary to have both privacy and public
verification simultaneously. In this paper, we make a first attempt to use the blind
feature of the information in the blind signature to protect the bids’ privacy and use two-
state vector formalism to achieve public verification. Compared to previous quantum
sealed-bid auction schemes, the utilizationof these techniques gives our schemeanovel
and distinctive quantum flavor. Through analysis and comparison, our scheme can
resist malicious bidder attacks as well as collusive attacks. In addition, the efficiency
of our scheme is also considerable. Participants only need to prepare EPR states,
not complex multi-particle entangled states, and even the auctioneer can be purely
classical.
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1 Introduction

Since thefirst quantumprotocolwas proposed in 1984 [1], the development of quantum
technology has achieved remarkable evolution and profound development. Initially,
Bennett and Brassard proposed the quantum key distribution protocol, which theoret-
ically enables uncrackable secure key transmission and addresses the potential threat
of classical cryptography. This innovative idea leads the research direction of quantum
cryptography and also triggers the extensive research of quantum information science.
With the deepening of research, the research of quantum key distribution protocol has
made great progress [2, 3]. In addition, quantumprotocolswith different characteristics
and functions have emerged one after another, and have made rich theoretical results
and experimental progress. For example, through quantum technology to achieve the
direct transmission of information quantum direct secure communication protocol [4,
5], A quantum private query protocol that uses quantum technology to query informa-
tion while protecting user privacy [6], quantum auction protocols to ensure fairness
and transparency of bidding through quantum technology [7], as well as some other
protocols related to the security of quantum communication [8–11]. The research of
these quantum protocols will continue to lead the evolution of information science
and communication technology.

This paper focuses on the design of quantum auction protocol to ensure the security
of information transmission in the auction process by using quantum technology.

Auction is an ancient and still existing way of market transaction. According to
different auction rules, there are many different auction methods. The British auction,
for example, is also known as the rising auction, starting from the starting price, the
bidder keeps increasing the bidding price until no one is willing to pay more [12, 13].
Another common type of auction is the sealed auction, which means that all bidders
bid through sealed bids at the same time, no one knows the bids of others, and the
highest bidder gets the lots [12, 14].

The concept of a quantum auction was introduced by Piotrowski et al. for the first
time in 2008 [7]. In 2009, the quantum sealed-bid auction (QSA) protocol was based
on the quantum secure direct communication protocol, which was first proposed by
Naseri [14]. However, Naseri’s protocol has many security vulnerabilities, such as Qin
et al. ’s discovery that a double CNOT attack can enable malicious bidders to obtain
private bids from other bidders without being detected [15]. In addition, Yang et al.
found that in this agreement, malicious bidders can obtain private bids from other
bidders by sending fake entanglement resources [16]. Therefore, this protocol does
not fairly accomplish the task of a sealed-bid auction. To defend against these attacks,
A QSA with post-confirmation was proposed by Zhao et al. [17]. However, He et
al. found that there was no resistance to collusive attacks by malicious bidders and
dishonest auctioneers, which made it impossible to guarantee the fairness of auctions
[18].

Since then, various new QSA protocols based on different models and other pro-
tocols have been proposed, (see Table 1, which is the classification of common QSA
protocols based on different quantum protocol) further enriching the research work
of quantum auction protocols. Such as QSA with secret order [19], in which bidders
encode their bids by preparing their particles with a secret order. Quantum secret
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Table 1 Classification of common QSA protocols based on different quantum protocol

Utilized quantum protocol Schemes

Quantum secure direct communication Scheme in [14, 15]

Quantum super dense coding Scheme in [17]

Quantum secret order Scheme in [19]

Quantum secret sharing Scheme in [20, 21]

Quantum public key encryption Scheme in [22]

Quantum key agreement Scheme in [23]

Quantum algorithm Scheme in [24]

sharing protocol is one of the more common ways to design QSA protocols, which
distribute the bids as shared secret information to other bidders and after then verify
the dishonest operation by restoring the secret later [20, 21]. Besides, other quan-
tum cryptographic schemes, such as quantum public key encryption and quantum key
agreement, have also been attempted use to implement QSA protocols [22, 23]. In
addition, people are keen to study QSA protocols with various features and functions,
which can better solve the corresponding problems in practice, such as QSA protocols
with privacy-preserving [24, 25] [12, 26–29]. As a protocol with both security and
application requirements, the cryptanalysis and improvement of the QSA protocol
have also received much attention [30, 31].

In the process of studyingQSA, especially QSAwith post-confirmation, we noticed
that there is a certain similarity between it and quantum blind signatures [32, 33]. That
is, both schemes are needed to send secret information to others for their approval,
but cannot let others know the real information. Therefore, we also focus on blind
signatures. Chaum made the initial suggestion for a blind signature in [34], which is
a special signature to prevent the signer to obtain the original information. After that,
people used various ways to implement blind signatures(Since our goal is a quantum
scheme, herewe focus only on quantumblind signatures). For example, there aremany
blind signature protocols designed using different types of states, including EPR state
[32, 35, 36], GHZ states [37, 38], χ -type entangled states [39], BB84-states [33].

In this paper, by extracting the commonalities between fairness requirements of
QSA and blindness of blind signature, we put forward for the first time under this
thought a QSA with post-confirmation protocol based on the blind signature.

Our scheme can provide a newway to design QSAwith post-confirmation, which is
different from the previous methods, and we hope it can provide inspiration for more
researchers to design more abundant QSA schemes. In addition, our work will further
promote the integration of different protocols. In the meantime, another noteworthy
feature of our scheme is the adoption of two-state vector formalism (see Appendix
for more details), which we think is a suitable tool to implement a post-confirmation
mechanism to ensure the fairness of the QSA protocol [40–42]. For two-state vector
formalism is utilized to sketch the complete description of a system between two
measurements. This property of the two-state vector form is consistent with the case
of the two measurements used in our scheme, the first being that bidders encode
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their bids into quantum states by measurement, and the second being confirmed by
measurement after bid opening. Therefore, we can deduce whether there is cheating
behavior according to the probability of the results of two measurements.

The rest of the paper is organized as follows. The general blind signature model is
shown in Sect. 2. In Sect. 3, we propose a new QSA protocol with post-confirmation
based on a quantum blind signature, which uses two states vector formalism. In Sect. 4,
wegive a security analysis of the newQSAprotocol and three enhanced schemes.Three
enhanced versions are presented in Sect. 5, which can detect if a malicious bidder is
dishonestly executing the agreement and make our scheme resistant to Trojan attacks.
Efficiency and other properties are discussed in Sect. 6. Finally, we make a conclusion
in Sect. 7.

2 Blind signature

Blind signature is a way for signers to sign without knowing the specific content,
which is widely used in electronic payment systems, electronic election voting, and
other situations that need to protect the privacy ofmessages [32, 34]. Here, we describe
an abstract blind signature model, regardless of whether it is a quantum version or a
classical one.

(1) Initialization phase. In this stage, the signature applicant, signer, and verifier pre-
pare for signature, including identity authentication, key preparation, or challenge
sending.

(2) Message blinding phase. In this stage, the signer secretly selects a blinding factor
to blind the real message to be signed and then sends the blinded message to the
signer.

(3) Signature phase. The signer signs the received message and sends the signature
and signedmessage together to the signature applicant. Note that the signer cannot
see the real message.

(4) Blindness phase. The signature applicant will de-blind the signature received and
get the real information and its legitimate signature.

(5) Verification phase. The signature verifier verifies the validity of the signature.

3 QSA protocol with post-confirmation based on SHWL blind
signature

There are some common characteristics of quantum sealed-bid auction and quantum
blind signature, so we exploited SHWL blind signature [32] to build a novel quantum
sealed-bid auction protocol. SHWL protocol not only satisfies the characteristics of
blind signature that the information is not known to others but more importantly,
it adopts TSVF mechanism, which well matches the post-confirmation of our QSA
protocol design.

The characters in our scheme are defined as follows:

(1) Alice: Alice is the auctioneer.
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(2) Bobi : Bobi is the i − th bidder. Suppose there are t + 1 bidders in this auction
protocol in total.

Note that in our scheme, the channel between the two bidders is authenticated by
default, and the classical information is sent via broadcast.

The scheme has five steps as follows:

3.1 Initialization phase

After bidders have signed up, the initialization phase begins.

(1) Share secret key: Alice shares secret key Ki with each bidder Bobi through
quantum key distribution.

(2) State preparation: Each bidder Bobi prepares t copies EPR pairs |�i 〉 =
|�1

i 〉, . . . , |�t
i 〉, where every pair is in the same state as

|� j
i 〉 = 1√

2
(|0Xi j

0Yi j 〉 + |1Xi j
1Yi j 〉), (1)

where i is the index of the bidder (i.e., corresponding to Bobi ), j = 1, . . . , t , Xi j

is the subscript which stands for the first particle in |� j
i 〉 and Yi j is the subscript

which stands for the second particle in |� j
i 〉.

(3) State distribution: For each EPR state |� j
i 〉, Bobi keeps the second particle Yi j

and transmits the first particle Xi j to other bidders Bob j in sequence separately,
where j = 1, . . . , t .

3.2 Tender preparation phase

In the next stage of the introduction, we will change the protagonist of the story
description from the role of the sender of the quantum states to the role of the receiver
of the quantum states, although they are the same one. Hence, for convenience and
clarity, we choose another subscript k to represent either bidder who received the
particles.

(1) After receiving t particles, Bobk randomly picks t −n particles to form a new set
Ok (Without loss of generality, we assume that n < t). The remaining ones form
another set Bk .

(2) Bobk does nothing to particles in Ok and measures the particles in Bk according
to his bid mk = {mk−1, . . . ,mk−n}. Concretely, Bobk performs the following
operations

{
measurement of σZ , if mk j = 0, and 1 ≤ j ≤ n

measurement of σX , if mk j = 1, and 1 ≤ j ≤ n
(2)
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(3) Bobk records the measurement result Rk = {rk1, . . . , rkn }, and obtain a new
sequence

Mk = {mk1‖rk1 , . . . ,mkn‖rkn }. (3)

3.3 Tender delivery phase

(1) Bobk encrypts Mk with Kk as following and send M ′
k to the auctioneer.

M ′
k = {Kk1 ⊕ mk1‖Kk2 ⊕ rk1 , . . . , Kk2n−1 ⊕ mkn‖Kk2n ⊕ rkn }. (4)

(2) Bobk returns the measured particles by original route to whose sender sepa-
rately. Consequently, every bidder holds t pairs of particles |φk〉 again. Note that |φk〉
is diffrent from |�k〉.

3.4 Bid opening phase

The auctioneer decrypts M ′
k , where j = 1, . . . , t + 1 and obtains t + 1 bids. Then the

winner Bob∗ and M∗ will be announced.

3.5 Verify phase

(1) Each bidder Bobi selects the corresponding state |φ∗
i 〉 from the sequence of par-

ticles in his hand.
(2) The winner Bob∗ announces where the particles in the set O∗ come from.
(3) According to O∗, Bobi measures with different measurement basis.

(i) If |φ∗
i 〉 does not belong to the set O∗, Bobi measures the observable D, which

has four nondegenerate eigenstates as following

|�1〉 = 1√
2
|00〉 + 1

2
(ei

π
4 |01〉 + e−i π

4 |10〉),

|�2〉 = 1√
2
|00〉 − 1

2
(ei

π
4 |01〉 + e−i π

4 |10〉),

|�3〉 = 1√
2
|11〉 + 1

2
(ei

π
4 |10〉 + e−i π

4 |01〉),

|�4〉 = 1√
2
|11〉 − 1

2
(ei

π
4 |10〉 + e−i π

4 |01〉),

(5)

Bobi verifies based on thematching relationship between M∗ and themeasurement
result. If the following table is met, the verification passes. Otherwise, verification fails
(Table 2).
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Table 2 The correspondence
between M∗ and measurement
results

Measurement M∗1

|�1〉 or |�2〉 00

|�3〉 or |�4〉 01

|�1〉 or |�3〉 10

|�2〉 or |�4〉 11

The first bit of M∗ is the corresponding bit of bid, and the second one
is the measurement

(ii) If |φ∗
i 〉 belongs to the set O∗, that is winner did not encode bid on his particle,

Bobi performs Bell measurement, which has four eigenstates as follows

|�1〉 = 1√
2
(|00〉 + |11〉),

|�2〉 = 1√
2
(|00〉 − |11〉),

|�3〉 = 1√
2
(|01〉 + |10〉),

|�4〉 = 1√
2
(|01〉 − |10〉),

(6)

Bobi verifies based on the measurement result. If the measurement result is |�1〉,
the verification passes. Otherwise, verification fails.

To more clearly express our solution, we give a concrete example to visualize the
protocol in Fig. 1. In our example, we chose a situation where there were three bidders.
Alice is the auctioneer and Bobi is the bidder. Figure1 shows the five important stages
of our protocol, in which (a) shows each bidder prepares 2 EPR pairs in the initial
stage; (b) shows each bidder distributes X particles to other participants in the initial
stage; (c) describes each bidder measures the received particles in accordance with
the protocol at the tender preparation stage and tender delivery stage and then sends
the bid price to the auctioneer Alice secretly. (d) describes that each bidder receives
his or her distributed particles and the auctioneer announces the winning information
for the tender delivery stage and bid opening stage.

4 Analysis

Agood sealed-bid auction protocol needs tomeet not only the application requirements
but also the security requirements. Next, we analyze the security of the above protocol.

4.1 Resist collusion attacks

Before analyzing the security of the scheme, let’s clarify some assumptions of the
protocol again for the convenience of subsequent analysis. Here, we assume that
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Fig. 1 This is an example
demonstration of the main steps
of QSA with post confirmation
based on SHWL blind signature
a the second step in the initial
phase; b The third step in the
initial phase; c the tender
preparation phase and tender
delivery phase; d the tender
delivery phase and bid opening
phase
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all bidders send information to each other over an authenticated channel (whether
sending quantum information or classical information). Moreover, we assume that the
auctioneer is usually honest. Therefore, in the following security analysis, we mainly
consider two cases, the first is that the auctioneer is absolutely honest, that is, the
auctioneer will not collude with any bidder during the whole process. The second
is that the auctioneer will only be absolutely honest until the tender closes. In the
following, we will analyze the security of the scheme under two different honesty
supposes.

(i) Case 1: The auctioneer is absolutely honest. Under this assumption, people are
usually more concerned about whether two or moremalicious bidders can collude
to know a bidder’s bid in advance, and then the malicious bidder can adjust his
bid in time, and finally win with a rather small price advantage. Thus, in this
case, any u bidders can conspire to obtain the bid information of someone else
(let’s say Bobk). Since there is no way for bidders to know which measurement
bases Bobk selected, there is no additional attack advantage if the malicious
auctioneer chooses to send a single particle or uses another entangled state instead
of 1√

2
|00〉+ |11〉. Because the case of only one malicious bidder is a special case

of case 1. It is not more aggressive than case 1. So we ignore the case of only one
malicious bidder.

(ii) Case 2: The auctioneer will only be absolutely honest until the tender is closed.
That is, after the bidding is finished, a dishonest bidder may immediately find
the auctioneer to launch a conspiracy to cheat and want the auctioneer to declare
his own victory. In order to prevent such attacks, our scheme adopts a post-
confirmation approach to ensure the fairness of the auction agreement. After the
winner and bid are announced by the auctioneer, the winner Bob∗ will publicly
announce O∗. If O∗ is fake, then it can be detected by Bell measurements. If m∗
is tampered with, then other bidders can detect it based on their measurements of
D. Besides, the quantum states used to encode the bid are prepared jointly by all
bidders, and |�i 〉 always has a particle in Bobi ’s hand throughout the execution
of the protocol.

4.2 Privacy

Our program supports the confidentiality of bidding information for non-winning
bidders. That is, any bid of a non-winning bidder is completely confidential, that is,
no one except himself and the auctioneer knows any bid information of a non-winning
bidder. Because each bidder in 3.2 (1) randomly selected particles by themselves as
the encoded carrier of the bid information. If the bidder does not win, he will not
disclose how he selected the particle. Since it is not known which particles are the
chosen coding particles, it is impossible to get his bid even if other bidders launch a
collusive attack. What we need to note here is that in this case, we assume that the
auctioneer is honest, that is, the auctioneer will not voluntarily disclose the bid price
of other non-winning bidders.
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5 The enhanced schemes

In this part, we give three enhanced versions of QSA protocols in Sect. 3, which is
to further protect against malicious bidder attacks. To avoid repetition, we only give
the different steps here, and the other steps that are not described are the same as the
original scheme in Sect. 3.

5.1 The first enhanced version

This version is designed to defeat TrojanHorse attacks and fake photon attackswithout
using any additional hardware similar to [43].

5.1.1 Initialization phase

(2′) State preparation: Each bidder Bobi prepares 2t copies EPR pairs |�i 〉 =
|�1

i 〉, . . . , |�t
i 〉, where every pair is in the same state as

|� j
i 〉 = 1√

2
(|0Xi j

0Yi j 〉 + |1Xi j
1Yi j 〉), (7)

where i is the index of the bidder (i.e., corresponding to Bobi ), j = 1, . . . , 2t , Xi j is

the subscript which stands for the first particle in |� j
i 〉 and Yi j is the subscript which

stands for the second particle in |� j
i 〉.

(3’) State distribution: For each EPR state |� j
i 〉, Bobi keeps the second particle Yi j

and transmits particles Xik and Xit+k to other bidders Bobk in sequence separately,
where k = 1, . . . , t .

5.1.2 Tender preparation phase

(1′) After receiving Xik and Xit+k from Bobi , Bobk randomly flip a coin to generate
a random bit b. If b = 0, Bobk chooses Xik as the encoded state to encode his bid and
Xit+k as decoy state to check. If b = 1, Bobk chooses Xit+k as the encoded state to
encode his bid and Xik as decoy state to check.

(2’) Bobk randomly measure the decoy particle with X basis or Z basis and record
his choices. Then Bobk announces the location of the decoy state and measurement
basis he chooses. The tested bidder uses the same basis to measure the other particle of
the corresponding EPR pair in his hand and informs Bobk of the measurement results.

If themeasurement result is the same as Bobk’s, Bobk believes that the other bidders
did honestly prepare the EPR pairs as required by the protocol. If the result is different,
Bob stops the protocol.

5.2 The second enhanced version

This version is designed to prevent malicious bidders from stealing others’ bidding
information before bids are opened.
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5.2.1 Initialization phase

(2′′) State preparation: Each bidder Bobi prepares 2t copies EPR pairs |�i 〉 =
|�1

i 〉, . . . , |�t
i 〉, where every pair is in the same state as

|� j
i 〉 = 1√

2
(|0Xi j

0Yi j 〉 + |1Xi j
1Yi j 〉), (8)

where i is the index of the bidder (i.e., corresponding to Bobi ), j = 1, · · · , 2t , Xi j is

the subscript which stands for the first particle in |� j
i 〉 and Yi j is the subscript which

stands for the second particle in |� j
i 〉.

(3′′) State distribution: For each EPR state |� j
i 〉, Bobi keeps the second particle

Yi j and transmits particles Xik and Xit+k to other bidders Bobk in sequence separately,
where k = 1, · · · , t .

5.2.2 Tender preparation phase

(1′′) After receiving Xik and Xit+k from Bobi , Bobk randomly flip a coin to generate
a random bit b. If b = 0, Bobk chooses Xik as the encoded state to encode his bid and
Xit+k as decoy state to check. If b = 1, Bobk chooses Xit+k as the encoded state to
encode his bid and Xik as decoy state to check.

(2′′) Bobk randomly does one of these four operations X , Z , X ⊗ Z and I on
decoy particles and record his choices. For the encoded particles, Bk measures them
in according to his bid mk = {mk−1, · · · ,mk−n}. Concretely, Bobk performs the
following operations{

measurement of σZ , if mk j = 0, and 1 ≤ j ≤ n

measurement of σX , if mk j = 1, and 1 ≤ j ≤ n
(9)

5.2.3 Verify phase

(1′′) The winner Bob∗ announces which states are decoys and where the particles
in the set O∗ originate.

(4′′) Each bidder Bobi can announce the location of some decoy states for random
testing. The chosen bidder performs Bell measurement on the corresponding particles
and then informs Bobi of the measurement results. Bobi compares the result of the
measurement with the operation he took earlier. If the corresponding relationship in
the following Table 3 is fulfilled, the detection is passed; if it is not met, the bidder
maliciously stole the information prior to the bid opening.

5.3 The third enhanced version

This version is a combination of the above two enhancement ones, which can detect
whether bidders are transmitting EPR pairs honestly or through measuring to steal
bidding information before opening bids.
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Table 3 The relationship
between Bell measurement
results and selection operations

Selection operations Measurement

I 1√
2
(|00〉 + |11〉)

X 1√
2
(|01〉 + |10〉)

Z 1√
2
(|00〉 − |11〉)

X ⊗ Z 1√
2
(|01〉 − |10〉)

5.3.1 Initialization phase

Due to the content of this part as the same as Sect. 5.1.1, it will not be repeated here.

5.3.2 Tender preparation phase

(1′′) After receiving Xik and Xit+k from Bobi , Bobk randomly generates a random
bit b. If b = 0, Bobk chooses Xik as the encoded state to encode his bid and Xit+k as
decoy state to check. If b = 1, Bobk chooses Xit+k as the encoded state to encode his
bid and Xik as decoy state to check.

(2′′′) Bobk randomly measures the decoy particle with X basis or Z basis. If X
basis was chosen, Bobk randomly does Z or I ; If Z basis was chosen, Bobk randomly
does X or I and record his choices. For the encoded particles, Bk measures them
in according to his bid mk = {mk−1, · · · ,mk−n}. Concretely, Bobk performs the
following operations

{
measurement of σZ , if mk j = 0, and 1 ≤ j ≤ n

measurement of σX , if mk j = 1, and 1 ≤ j ≤ n
(10)

5.3.3 Verify phase

(1′′) The winner Bob∗ announces which are decoy states and where the particles in
the set O∗ come from.

(4′′) Each bidder Bobi can announce the location of some decoy states for ran-
dom testing and measurement basis. The selected bidder performs the corresponding
measurement on the corresponding particles and then reports the results to Bobi . Bobi
compares the result of the measurement with the operation he took earlier. If the cor-
responding relationship in the following Table 4 is met, the detection is passed; if it
is not met, it indicates that the bidder maliciously stole the information before the bid
opening.

5.4 Comparison of different protocols

There are four schemes in the paper, among which the first scheme is QSA based
on SHWL Blind signature, which aims at the situation that bidders have honestly
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Table 4 The relationship between measurement basis, operations, and the measurement result

Measurement basis Selection operations Measurement of Bobk Measurement of Bobi

X I |+〉 |+〉
X I |−〉 |−〉
X Z |+〉 |−〉
X Z |−〉 |+〉
Z I |0〉 |0〉
Z I |1〉 |1〉
Z X |1〉 |0〉
Z X |0〉 |1〉

prepared and sent EPR pairs, and a total of t EPR pairs are used in the entire agreement.
Compared to the latter three enhanced versions of the protocol, there are no additional
measurements and operations, so it is the one that uses the least quantum resources of
the four protocols.

The first enhanced version is for the enemy may launch Trojan attacks and false
photon attacks. the scheme uses 2t EPR pairs. The receiver can randomly select t
particles as the decoy state, and then randomly make a single-particle measurement
of the decoy state particles in their hands, after informing the sender of the selected
measurement basis, Then let the sender publish themeasurement results of the particles
left in the hands of the sender, and detectwhether there is Trojan attack and false photon
attack by comparing whether the measurement results are consistent. Compared to
QSA, which is based on SHWLBlind signature, this protocol increases the security to
some extent, but doubles the use of EPR pairs and requires additional single-particle
measurements.

The second enhanced version deals with cases where other bidders secretly steal
information about other bidders before the auction is announced. The scheme uses
2t EPR pairs. The bidder also randomly selects t particles as the decoy state, and
then randomly performs a single-particle operation on the decoy state particles in his
hand, and then sends the particles to the other party, so that the sender can do Bell
measurement so according to the measurement results, it can determine whether other
bidders have stolen bidding information by measuring in advance. Compared with
QSA based on SHWL Blind signature, this protocol also increases the security to a
certain extent like the above protocol, using 2t EPR pairs. The difference is that it
requires the sender to use Bell measurement instead of single-particle measurement.

The third enhanced version, which is a synthesis of the two scenarios above,
addresses whether other bidders are honestly sending EPR pairs, or are secretly steal-
ing bids from other bidders before the auction is announced. The scheme uses 2t
EPR pairs. The bidder also randomly selects t particles as the decoy state, and then
randomly performs single-particle measurement on the decoy state particles in his
hand, and then performs single-particle operation according to the selected measure-
ment basis. After informing the sender of the selected measurement basis, the sender
then asks the sender to publish the measurement results of the particles left in the
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Table 5 Security comparison of different protocols

Schemes Post-confirmation
for validity

Defeat Trojan
Horse and fake
photon attacks

Prevent stealing
bid information

QSA in Sect. 3 ✓ ✕ ✕

The first enhanced version ✓ ✓ ✕

The second enhanced version ✓ ✕ ✓

The third enhanced version ✓ ✓ ✓

Table 6 Quantum resource consumption comparison of different protocols

Schemes Number of EPR
pairs

Extra single
particle measure

Extra Bell
measure

Extra quantum
operation

QSA in Sect. 3 t – – –

The first enhanced version 2t ✓ – –

The second enhanced version2t – ✓ ✓

The third enhanced version 2t ✓ – ✓

corresponding position in the sender’s hand. Finally, by comparing the measurement
results, we can judge whether other bidders have dishonest behavior. This protocol
is the most secure of the four protocols, but it also consumes more resources, and it
requires additional single-particle operations and single-particle measurements by the
bidder, as well as single-particle measurements by the sender.

The security indicators of these four different protocols are compared in Table 5,
and the required quantum resources are compared in Table 6.

6 Discussion

The auctioneer in the above protocol is classical and does not necessarily have the
ability to prepare or measure or manipulate quantum states. It is noted that the auc-
tioneer in the above protocol can also be the quantum version, that is, Bobk could
send encrypted states to the auctioneer. For example, Bobk prepares single particles
according to the shared key Kk and his bid mk . If the Kk j = 0, mk j = 0, Bobk
prepare |0〉. If the Kk j = 0, mk j = 1, Bobk prepare |1〉. If the Kk j = 1, mk j = 0,
Bobk prepare |+〉. If the Kk j = 1, mk j = 1, Bobk prepare |−〉. Bobk , of course, also
can use entangled states, like Bell states, GHZ states, and so on. In addition, Bobk
could choose other ways to send his bid either, such as the quantum secure direct
communication protocol.

Compared with other protocols, this one is more efficient. Regardless of the shared
key Ki through QKD between Bobi and the auctioneer, the entire protocol requires
a total of t(t + 1) EPR pairs. In addition, instead of a multi-bidders collaboration for
global measurements, each bidder only takes local measurements. In our protocol, the
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utilization of particles is very high, no matter which base Bobk chooses, every particle
contributes for verification.

It should be noted that the protocol proposed in Sect. 3 is considered in an ideal
situation, that is, there are no problems such as multi-photon and quantum detector
defect. In practical applications, we can achieve the ideal state of safety by using
additional components, such as a wavelength filter and a photon number splitter. The
usual practice is to add a wavelength filter and a photon number splitter in front of
the device before measurement, and then make measurements to defeat IPE attacks
and delay photon attacks [44, 45]. Wavelength filters can be used to filter out non-
specific wavelengths of photons, limiting the attacker’s measurement at a specific
wavelength, photon number splitters are used to segment photons into different output
channels to achieve the separation of single-photon states and multi-photon states,
thereby improving the security of the system. If it is not convenient to use the device
to protect against these attacks, we also present three different enhanced protocols in
Sect. 5.

7 Conclusion

In this paper, we havemade a first attempt to design a quantum sealed-bid protocolwith
post-confirmation based on a quantum blind signature scheme, which uses two-state
vector formalism. The discovery that TSVF is yet another useful tool for implementing
post confirmation of the QSA protocol is another interesting aspect of this paper.
After analysis, our protocol is efficient and secure, which is publicly verifiable by
other bidders, and resistant to malicious attacks and collusion attacks. Moreover, we
consider three different enhancement versions to further guard against the dishonest
behavior of malicious bidders.

This work broadens the way we think about designing QSA with post confirmation
protocols. It also provides an interesting example of how different protocols can be
used to implement each other’s functions. Hopefully, our approach will inspire more
research. Of course, there are still many aspects worth paying attention to, such as how
to further improve efficiency, including optimizing the use of decoy states. Besides,
the issue of reducing bidders’ quantum requirements is also worth considering so that
more bidders can participate in the auction without too many hardware constraints.
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Appendix A: Two-state vector formalism

Two-state vector formalism (TSVF) presented by [40] which is used to completely
describe the state of now system at time t . That is, there needs two complete mea-
surements, one before time t and one after time t . More details on this section can be
found in Reference [40, 41]. The following is a brief description of the main content
extracted from the above literature, so as to better understand the QSA scheme with
post-confirmation proposed by us later. Specifically, at the time t1 < t , if we measure
the observable A1 of the system and get the measurement result A1 = a, produces a
corresponding quantum state |a〉. Then, at time t, a system in the current state |ψt1〉,
which is called a forward-evolving state, can be obtained by Hamiltonian evolution H
from |a〉, i.e

|ψt1〉 = U (t, t1)|a〉 = e
−i

∫ t
t1
Hdt |a〉. (A1)

Similarly, after that at time t2 > t , if we measure the observable A2 of the system
and get the measurement result A2 = b, produces a corresponding quantum state |b〉.
Then, the desired state is reached by the backward time evolution from t2 to t , which
is called a backward-evolving state

|ψt2〉 = U (t, t2)|b〉 = e
−i

∫ t
t2
Hdt |b〉. (A2)

For the time t , where t1 < t < t2, we can describe the state of the system by
two states vector formalism 〈ψt2 ||ψt1〉. Concretely, we can use the TSVF to predict
the probability of each measurement between time t1 and time t2. The probability of
measurements cn by measuring the system by observable A3 is

p(cn) = |〈ψt2 |PA3=cn |ψt1〉|2∑
j |〈ψt2 |PA3=c j |ψt1〉|2

, (A3)

where PA3=c j is the projection operator corresponding to c j .
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